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Describe
Problem and solution

(Phishing, Fuzzy Logic, and 
Generative AI)

Demonstrate
Apply Fuzzy to the 
web Web Phishing 
problem then use 
Generative AI to 
supplement the 
development

Conclude
Discuss results, tools, 

and datasets
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1980s
Early 

Foundations 
using ANNs and 
Backprogagation

1990s
Boltzmann machines

(Early generative models)

Early 2000’s
Early deep 

learning with 
stacked layers

2010’s
Generative Adversarial Networks 

(Synthetic Images)
Variational Autoencoders

(drug discovery via probability)

Late 2010’s
Audio Generation (WaveNet)
GPT, Large Language Models
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Spear/Whaling
Targets a specific 

group (Spear: 
admins, etc., 

Whaling: C-Level)

Smishing/Vishing
Smishing: Text or SMS,
Vishing: Voice->RDP

Email phishing
Email at-large and 

sextortion

Angler Phishing
Hijacking responses 
inside social media 

Search Engine
SEO Poisoning
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to
ry~350BC

Rejecting the Law of 
Excluded Middle

Either a proposition or its negation is 
true (Aristotle, 340BC),
Plato Rejected his pupil’s notion

Formation

1854- Boolean Algebra (George Boole)
1965- Fuzzy Logic (Lotfi Zadeh)

Application

1990’s – Risk, local monitoring, but mostly control, 
2000’s – Network Anomaly and Intrusion
2010’s – Reputation, reliability, and trust,
2020’s – Vehicular, iot, and resilience
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Fuzzy logic is all about the relative importance of 
precision: 
How important is it to be exactly right when a 
rough answer will do?
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Fuzzy Membership Functions
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FCL - defined by the IEC 61131-7 standard. FCL scripts define the 
fuzzy system in terms of its variables (input, output), membership 
functions, and rule base. 
FUNCTION_BLOCK FuzzyController

VAR_INPUT
    inputVariable1: REAL;
    inputVariable2: REAL;
    ...
END_VAR

VAR_OUTPUT
    outputVariable1: REAL;
    ...
END_VAR

FUZZIFY inputVariable1
    TERM Low: TRIANGLE (0, 25, 50);
    TERM Medium: TRIANGLE (25, 50, 75);
    TERM High: TRIANGLE (50, 75, 100);
END_FUZZIFY

FUZZIFY inputVariable2
    TERM TermName1: MF_TYPE (params);
    TERM TermName2: MF_TYPE (params);
    ...
END_FUZZIFY

DEFUZZIFY outputVariable1
    TERM LowValue: MF_TYPE (params);
    TERM MediumValue: MF_TYPE (params);
    TERM HighValue: MF_TYPE (params);
    METHOD: COG;  // Center of Gravity
    DEFAULT := 0;
END_DEFUZZIFY

RULEBLOCK RuleBlockName
    AND: MIN;  // AND method
    OR: MAX;   // OR method

    RULE 1: IF inputVariable1 IS Low AND inputVariable2 IS TermName1 THEN outputVariable1 IS LowValue;
    RULE 2: IF inputVariable1 IS Medium THEN outputVariable1 IS MediumValue;
    ...
END_RULEBLOCK

END_FUNCTION_BLOCK
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Fuzzification
Fuzzification of 
the input values 
to membership 

functions

Application
Application of the 
fuzzy operators for 

OR and AND

Implication
If-then ruling 

Aggregation
Aggregation Max 

used

Defuzzification
Middle of Max used 
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Spear/Whaling
Targets a specific 

group (Spear: 
admins, etc., 

Whaling: C-Level)

Smishing/Vishing
Smishing: Text or SMS,
Vishing: Voice->RDP

Email phishing
Email at-large and 

sextortion

Angler Phishing
Hijacking responses 

Search Engine
SEO Poisoning
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*https://www.trendmicro.com/en_us/what-is/phishing/types-of-phishing.html
https://www.itgovernance.eu/blog/en/the-5-most-common-types-of-phishing-attack
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Think

Think about the 
process, flow, 

heuristic, rule set, etc.

Apply common sense 
and use an easier 

way.

Fly

When it makes 
sense, you may also 

see insights into other 
similar problems
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Feature Rich

Think about the 
process, flow, 

heuristic, rule set, etc.

Apply common sense 
and use an easier 

way.

Eval Options

When it makes 
sense, you may also 

see insights into other 
similar problems
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*DEMONSTRATING DIFFERENT PHISHING ATTACKS USING FUZZY LOGIC
Proceedings of the 2nd International Conference on Inventive Communication and Computational Technologies (ICICCT 2018)
IEEE Xplore Compliant - Part Number: CFP18BAC-ART; ISBN:978-1-5386-1974-2

Problem Set up: Input

https://www.kaggle.com/code/pulavendranselvaraj/webphishing-modeltraining-using-pytorch/input
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*DEMONSTRATING DIFFERENT PHISHING ATTACKS USING FUZZY LOGIC
Proceedings of the 2nd International Conference on Inventive Communication and Computational Technologies (ICICCT 2018)
IEEE Xplore Compliant - Part Number: CFP18BAC-ART; ISBN:978-1-5386-1974-2

Problem Set up: Rules
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Prompting for FCL (unrefined)
FUNCTION_BLOCK PhishingDetection

VAR_INPUT
    suspiciousLink: REAL; // [0, 1] - Degree of link suspiciousness
    emailSenderReputation: REAL; // [0, 1] – 
Reputation of the email sender (0 being bad, 1 being good)
    urgencyLanguage: REAL; // [0, 1] - Degree of urgency in the email language
END_VAR

VAR_OUTPUT
    phishingRisk: REAL; // [0, 1] - Risk of the email being a phishing attack
END_VAR

FUZZIFY suspiciousLink
    TERM Low: TRIANGLE (0, 0.25, 0.5);
    TERM Medium: TRIANGLE (0.25, 0.5, 0.75);
    TERM High: TRIANGLE (0.5, 0.75, 1);
END_FUZZIFY

FUZZIFY emailSenderReputation
    TERM Bad: TRIANGLE (0, 0.25, 0.5);
    TERM Neutral: TRIANGLE (0.25, 0.5, 0.75);
    TERM Good: TRIANGLE (0.5, 0.75, 1);
END_FUZZIFY

FUZZIFY urgencyLanguage
    TERM Low: TRIANGLE (0, 0.25, 0.5);
    TERM Medium: TRIANGLE (0.25, 0.5, 0.75);
    TERM High: TRIANGLE (0.5, 0.75, 1);
END_FUZZIFY

DEFUZZIFY phishingRisk
    TERM Low: TRIANGLE (0, 0.25, 0.5);
    TERM Medium: TRIANGLE (0.25, 0.5, 0.75);
    TERM High: TRIANGLE (0.5, 0.75, 1);
    METHOD: COG; // Center of Gravity
    DEFAULT := 0;
END_DEFUZZIFY

RULEBLOCK PhishingRules
    AND: MIN;
    OR: MAX;

    RULE 1: IF suspiciousLink IS High AND 
emailSenderReputation IS Bad THEN phishingRisk IS High;
    RULE 2: IF urgencyLanguage IS High AND 
emailSenderReputation IS Neutral THEN phishingRisk IS 
Medium;
    RULE 3: IF suspiciousLink IS Low AND 
emailSenderReputation IS Good THEN phishingRisk IS Low;
    RULE 4: IF urgencyLanguage IS Medium AND 
suspiciousLink IS Medium THEN phishingRisk IS Medium;
    // ... Additional rules can be added

END_RULEBLOCK

END_FUNCTION_BLOCK
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*DEMONSTRATING DIFFERENT PHISHING ATTACKS USING FUZZY LOGIC
Proceedings of the 2nd International Conference on Inventive Communication and Computational Technologies (ICICCT 2018)
IEEE Xplore Compliant - Part Number: CFP18BAC-ART; ISBN:978-1-5386-1974-2

Conclusions
An important aspect of a defuzzification 
method is the continuity of the output.
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Mean of Max

qualitative decisions, 
such as an evaluation 
of credit worthiness

quantitative decisions 
like project 

prioritization

Weighted Ave

Resists generating 
discontinuities
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Data Sets
Kaggle

Literature
The Mathworks,
Ieeexplore, ACM,
Research Gate

Code
Scalablurry- FCL Script lib
Language-specific libs for 
pyhton, C++, Java
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https://www.kaggle.com/code/pulavendranselvaraj/webphishing-modeltraining-using-pytorch/input
https://www.researchgate.net/publication/329531435_Software_for_fuzzy_logic_control
https://github.com/raygarcia/scalablurry/wiki/FCL-Conformance
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